Communications and Warning Annex C

City of Manteca
Communications and Warning Annex 
[bookmark: _GoBack][image: Description: \\utopia\gis\Images\CitySeal2.png]City of Manteca
Communications and Warning Annex 
March 2016 Final


Table of Contents
INTRODUCTION	2
PURPOSE	2
COMMUNICATION SYSTEMS	2
COMMUNICATION SYSTEMS VULNERABILITIES	2
Warning	3
FEDERAL ALERT AND WARNING SYSTEMS	3
Integrated Public Alert and Warning System	3
Emergency Alert System (EAS)	3
National Warning System	3
STATE ALERT AND WARNING SYSTEMS	3
California Warning System	3
California Emergency Services Radio System	4
California Law Enforcement Radio System (Inter-agency Radio)	4
California Law Enforcement Telecommunications System	4
Operational Area Satellite Information System	4
LOCAL/OPERATIONAL AREA ALERT AND WARNING SYSTEMS	5
City of Manteca Emergency Notification System	5
Emergency Alert List	5
OTHER WARNING DEVICES AND SYSTEMS	6
Local Radio and Television Stations	6
Communications Management	6
ANNEX MAINTENANCE	6


[bookmark: _Toc246647867][bookmark: _Toc302309519][bookmark: _Toc318978624]
INTRODUCTION
An effective communications capability is essential to all emergency organizations to support emergency operations.  The magnitude of a particular emergency situation will determine the degree to which communication systems are used.  Communication systems are relied upon and used to direct and/or coordinate emergency operations, alert and warn government and the public, and provide advice and instructions to the public.
[bookmark: _Toc246647868][bookmark: _Toc302309520][bookmark: _Toc318978625]PURPOSE
This annex describes the processes for providing reliable and effective communications among organizations participating in an emergency operation, and outlines the types of communication systems and facilities by which the operations plan’s emergency missions and functions will be carried out in an emergency.
[bookmark: _Toc246647869][bookmark: _Toc302309521][bookmark: _Toc318978626]COMMUNICATION SYSTEMS
Communications used on a daily basis by most agencies, particularly public safety agencies, are the same as will be used in widespread disasters within the areas of the City, as well for intra-jurisdictional communications.  These agencies will also be expected, at least initially, to operate from their day-to-day offices and headquarters.  Departments requiring communications personnel augmentation should request assistance through their Logistics Section at the City’s Emergency Operations Center (EOC).  Emergency procurement of communications-related equipment and/or supplies is also handled through the Logistics Section.

The radio system in the EOC is primarily used for monitoring public safety activity in the field; however, typical communications for the EOC is either through the use of the normal phone system or via cell phone.  
[bookmark: _Toc59361164][bookmark: _Toc70677527][bookmark: _Toc246647870][bookmark: _Toc302309522][bookmark: _Toc318978627]COMMUNICATION SYSTEMS VULNERABILITIES
Telecommunication systems are composed of many subsystems, each of which may be interdependent or interconnected.  A radio network, for example, may use a combination of telephone lines, microwave circuits, satellite interfaces, underground and overhead cables, and secondary radio paths.  The failure of any one link in this chain can effectively disable or severely limit a large portion of the system.
Communication systems may be overloaded or even rendered inoperable in an emergency.  Telephone communications may be overloaded by calls within or into affected areas.  The situation may be further complicated by physical damage to equipment, loss of electrical power, and subsequent failure of some auxiliary sources.  Loss of emergency power has been the primary cause of communication failures in past disasters.  Poor installation practices and inadequate preventive maintenance of backup power sources can also contribute to the high failure rate.  Finally, scarcity of primary fuels during an emergency or disaster situation for backup systems (gasoline, natural gas, and diesel) may limit viability of surviving communication sites as well.
In situations arising from a radiological incident or detonation, high-intensity, short-duration electromagnetic pulse may cause damage to unprotected electrical and electronic systems.  Electromagnetic pulse damage can occur instantaneously over very large areas.  All communications equipment is susceptible to damage or destruction by electromagnetic pulse, including broadcast stations, radios, televisions, car radios, and battery-operated portable radios.
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Warning is the process of alerting governmental forces and the general public to the threat of imminent extraordinary danger.  Dependent upon the nature of the threat and the population group at risk, warning can originate at any level of government.
Success in saving lives and property is dependent upon timely dissemination of warning and emergency information to persons in threatened areas.  Local government is responsible for warning the populace of the jurisdiction, and government officials accomplish this using warning devices located within the community or mounted on official vehicles.  The warning devices are normally activated from a point staffed 24 hours a day.
[bookmark: _Toc70677531]There are various mechanical systems in place, described below, whereby an alert or warning may originate or be disseminated.  Following the description of the systems is an explanation of the local/operational area alert and warning processes through which these systems may be accessed.
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[bookmark: _Toc246647874][bookmark: _Toc302309526][bookmark: _Toc318978630]Integrated Public Alert and Warning System
The Integrated Public Alert and Warning System is a modernization and integration of the nation’s alert and warning infrastructure, and will save time when time matters most, thereby protecting life and property.

[bookmark: _Toc70677534]Federal, State, territorial, tribal, and local alerting authorities can use the Integrated Public Alert and Warning System to integrate local systems that use Common Alerting Protocol standards with the Integrated Public Alert and Warning System infrastructure. The Integrated Public Alert and Warning System provides public safety officials with an effective way to alert and warn the public about serious emergencies using the Emergency Alert System (EAS), Wireless Emergency Alerts, the National Oceanic and Atmospheric Administration (NOAA) Weather Radio, and other public alerting systems, from a single interface.

[bookmark: _Toc246647875][bookmark: _Toc302309527][bookmark: _Toc318978631]Emergency Alert System (EAS)
The EAS is a network of public broadcast stations and interconnecting facilities that have been authorized by the Federal Communications Commission (FCC) to operate in a controlled manner during a state of public peril or disaster, or other large-scale emergency. The system’s main purpose is to provide the President and Federal government officials the means by which to transmit emergency communications to the public. It may also be used for local, State, and other national programming for public information about situations posing a threat to life and/or property. 

[bookmark: _Toc246647876][bookmark: _Toc302309528][bookmark: _Toc318978632]National Warning System 
This system is a nationwide, two-way, voice wire-line communication system connecting subscribing emergency management organizations, and is designed primarily to warn of a nationwide attack. It may also be used for coordination and communication for major peacetime emergencies.
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The California Alert and Warning System is the State’s portion of the National Alert and Warning System that extends to communication and dispatch centers throughout the State.  Cal OES headquarters ties into the Federal system through the Warning Center in Sacramento.  Circuits then extend to county warning points.  The California Highway Patrol (CHP) headquarters in Sacramento is the State's alternate warning point.  Both State and Federal circuits are monitored 24 hours a day at the Warning Center, the alternate point at CHP headquarters, and each of the local warning points throughout the counties.  Counties not connected to this system will receive warning through other means (normally over the California Law Enforcement Telecommunications System).
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[bookmark: _Toc70677542]The California Emergency Services Radio System serves as an emergency communications system for Cal OES and county emergency services organizations.  The system assists in the dissemination of warning information and is used to support disaster and emergency operations.  The system may be used on a day-to-day basis for administrative emergency services business.  Statewide communications are provided through a number of interconnected microwave mountaintop relays.  The system operates under appropriate FCC rules and regulations and is administered by Cal OES.

[bookmark: _Toc70677543][bookmark: _Toc246647880][bookmark: _Toc302309532][bookmark: _Toc318978636]California Law Enforcement Radio System (Inter-agency Radio) 
California Law Enforcement Radio System is an interconnected microwave radio repeater system with statewide coverage.  It may also be referred to locally as Inter-agency Radio.  This system was designed for use by law enforcement agencies for point-to-point communications and to provide a backup warning system to all counties in the State.  Cal OES provides and maintains the statewide repeater system and microwave network for use by law enforcement agencies.  System users are responsible for providing their own base station equipment and obtaining proper licensing from the FCC.  Participation in the California Law Enforcement Radio System is voluntary.

[bookmark: _Toc70677544][bookmark: _Toc246647881][bookmark: _Toc302309533][bookmark: _Toc318978637]California Law Enforcement Telecommunications System
The California Law Enforcement Telecommunications System is a high-speed message switching system that became operational in 1970. The California Law Enforcement Telecommunications System provides law enforcement and criminal justice agencies access to various databases, and provides the ability to transmit and receive point-to-point administrative messages with other agencies within California, as well as via the National Law Enforcement Telecommunications System to other states and Canada.  Broadcast messages can be transmitted intrastate to participating agencies in the Group Bulletin Network, and to regions nationwide via the National Law Enforcement Telecommunications System.  The State provides the computer hardware, switching center personnel, administrative personnel, and circuitry to one point in each county.  Local agencies provide the circuitry and equipment to link to the County termination point.  A number of agencies have message-switching computer systems and computer-aided dispatch systems that directly connect to the California Law Enforcement Telecommunications System. 
[bookmark: _Toc70677545]
[bookmark: _Toc246647882][bookmark: _Toc302309534][bookmark: _Toc318978638]Operational Area Satellite Information System
The Operational Area Satellite Information System (OASIS) project, funded under the Earthquake Hazards Reduction Act of 1986, was established to create the most robust communications system possible, using leased transponder space from commercial satellite operators.  The result was the creation of a system that allows virtually un-interruptible communication between State, regional, and Operational-Area-level EOC’s.

OASIS is a system that consists of a communications satellite, multiple remote sites, and two hubs.  The satellite is in a stationary or geo-synchronous orbit above Earth's equator.  A high-frequency radio system and satellite communications network were constructed to link all 58 counties with Cal OES and other State agencies, for the purpose of communicating during a disaster, as well as for day-to-day communications.  The system, which uses technology similar to cellular telephones, has more than 800 phone lines statewide.  

The equipment necessary for the remote sites includes a six-foot-diameter dish antenna that uses Very Small Aperture Terminal (VSAT) technology.  These sites were originally set up by Cal OES and are capable of conducting eight simultaneous voice conversations and one data channel at DSL speed.

The final components of the remote sites are the hubs (large, external dish antennas) and a network control station that is managed by Cal OES personnel.  The hubs provide access control for the system and can control all 58 Operational Areas (OA’s) and 12 transportable stations.  Cal OES personnel use the hubs to define the network, detect trouble, and to serve as an emergency alert network for other Cal OES personnel.
[bookmark: _Toc246647884][bookmark: _Toc302309535][bookmark: _Toc318978639]LOCAL/OPERATIONAL AREA ALERT AND WARNING SYSTEMS
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The City Police have the primary responsibility for alerting and warning the public, with assistance from the Public Information Officer (PIO) and Emergency Operation Center Team, as deemed necessary.  The public may be alerted through the City of Manteca Information Line (209-456-8080), Nixle, Rapid Notify, EAS, special broadcasts, or through use of mounted or stationary public address systems.

Emergencies that may warrant either immediate or delayed response by broadcast media sources under EAS include heavy rains and flooding, widespread power failures, severe industrial accidents, hazardous material accidents, agricultural and transportation incidents, serious fires, and earthquakes.  The context of any emergency broadcast transmitted on EAS should be of concern to a significant segment of the population.

Local broadcast stations have the right to edit or use any or all of an EAS broadcast.  Any jurisdiction within the County may make separate programming arrangements with any broadcast station independent of the EAS.
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The Emergency Alert List is a phone list that is to be activated and implemented when an emergency or disaster affects the City and poses a major threat to life, property, and/or the environment.  The list will only be activated when directed by the City of Manteca’s Director of Emergency Services, when a disaster occurs or threatens to occur within City limits.

Once activation is requested and properly authorized, the City’s EOC personnel will implement the Emergency Alert List.   Notifications and alerts begin with the Director of Emergency Services.  If the Director cannot be reached, his/her successor(s) will be contacted until someone is reached to assume the Director of Emergency Services’ role.

The City of Manteca Dispatch Center’s dispatcher will contact the Director and provide a complete status of the incident or disaster; identifying damage sustained, current response actions, resource status, and more.  Based on the information provided by the dispatcher, the Director of Emergency Services will determine what parts of the Emergency Alert List will be implemented, including what sections of the City’s EOC will be alerted and requested to respond.  The dispatcher will confirm whether or not the Director of Emergency Services will personally contact and inform the City Council Members of the situation impacting the City. 

The City of Manteca Dispatch Center 
The dispatch center provides a centralized program that directly supports the City.  Operational responsibilities incorporate a wide variety of public safety activities and direct interaction with many government agencies.  Event coordination involves the use of complex phone-, radio-, and computer-aided dispatch systems.
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[bookmark: _Toc246647892][bookmark: _Toc302309539][bookmark: _Toc318978643]Local Radio and Television Stations
City of Manteca utilizes and coordinates with the following radio and television station channels to inform the citizenry of potential incidents.  Those channels are as follows:

Television
KCRA Channel 3

Radio
KFBK AM
KSTN AM

Other warning systems utilized by the City of Manteca include mobile emergency vehicle sirens and loudspeakers; and door-to-door notification by neighborhood groups and associations, law enforcement volunteers, explorers, and reserve deputies/officers.
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In the event of a breakdown or shortfall in communication channels, the City of Manteca Police and Fire departments have access to portable radios that are programmed with Federal interoperability frequencies.  
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The City of Manteca Fire Department will coordinate with the PIO on any updates and revisions of this Communications and Warning Annex.  

Those agencies and organizations listed as having anticipated roles and responsibilities under this annex shall inform the Director of Emergency Services when they are aware that changes need to be made.
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